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Socio-ecological human security in the environment

The basis for environmental rights are natural. By, it is filled with
man-made factors (emissions of industrial facsitiauto moto transport, bio-
logical contamination, various of radiation) théeat how the whole nature and
human health in particular. So when people say taib@unecessity to protect the
environment, we must understand a nature conservati an integrated system
and human as one of its components.

About human nature, its origin and evolution haeerbwritten by philoso-
phers, scientists of different ages. Man is a §vaystem, which manifests the
unity of physical and spiritual, individual and gdcMan can not exist outside
of society, because it is animal, the so-callechpheenon of ,Mowgli". Every-
one is unique individuality, which bears the fooifs of the society in which
she lives. From this and follow the basic humandeeg@hysiological — self-
preservation (complex congenital reflexes), repotida (sexual instinct), the
material — natural objects (food items indispensdiolr the maintenance of
physiological and even the need for procreatiopiyitsal — the need for com-
munication, making items not existing in naturehe art, scientific knowledge
of the world, allowing a man to understand nature the universe.

Throughout its existence the society, without rdgarenvironmental laws,
adapted to the nature of their needs. Howeves, fitot useful either to man or
nature, and that is why there were contradicticgtsvben nature, the individual
and society. Hoping for your mind and experiencen rtransforms nature by
creating artificial areas in the biosphere: antegb®re, sociosphere, techno-
sphere, which interact forming noosphere (gros— mind). They are the same
time natural, industrial, household, socio-politi@vironment. The ever-
growing material needs of humanity, causing rastiction of the biosphere,
resulting in emerging social, environmental andhecaic problems.

Nature is the main source of human life. Therefaoren as a socio-
biological being, the most optimal realized in a&isty that is intimately con-
nected with the natural environment.

Ukraine is rich in natural resources necessarydorism development: the
mountains, forests, rivers, lakes and seas. lamgofis for its variety of land-
scapes, climate, flora and fauna, creating exdedlenditions for recreation and
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sports. The most famous resorts of Ukraine in thien€a, the Carpathians,
Northern Azov.

They are not only great for recreation, but alsteims of interesting excur-
sions and hiking.

Tourism multifaceted phenomenon, which shows therésts of both the state
and the individual in particular is very highly fitable sector of the economy.
Thus, in 2005, according to World Tourism Orgamizgtin various kinds of tour-
ism counted nearly one billion people and reduedr texpenses was nearly one
trillion dollars. But we must consider the facttthaurists will not visit the ecologi-
cal dirty territory of the state. So important igormation about the environment
places the country. Travel agents should not expastomers to unpredictable
situations. This is one side of environmental gafethe tourism business.

Tourism — a form of healthy, full rest. And it i®thcompatible with acci-
dents and should be safe, regardless of the coitypleixthe trip. Uncontrolled
tourism — a threat to human life, the basis of rdetion of nature trampling of
vegetation, damage or destruction of nests. Tocedgcidents, danger to tour-
ism to keep the issue of making a reliable toueigtipment, inventory and
equipment, have a reliable supply of mobile radicnmunication, the possibil-
ity of operational search and rescue operationsraptbving the technical level
of training of tourists. Every tourist, especiatlye team leader should have
knowledge of the diagnosis of important infectialiseases, their signs, to be
able to provide first aid in diseases of internglams in acute poisoning.

Ukraine has a law ,About Tourism”, which definegdé organizational,
educational and socio-economic bases of state ypatictourism. It creates
a foundation of rational use and conservation ofa&ional resources, estab-
lishment of tourism as a highly remunerative secimirthe economy helps to
create an effective system of tourist activitiesneet the needs of domestic and
foreign tourism.

It is proved that created unnatural, artificiakeof negatively affect the over-
all physiological condition of people. These forinas are modern cities, indus-
trial facilities, where in one time are many hazard

Modern urboecological state in Ukraine is very biing and complex. On
the territory of five major cities: Kyiv, KharkivDnipropetrovsk, Donetsk,
Odessa, six extra-large: Zaporozhye, Lvov, KrivoggRMariupol, Lugansk,
Nikolaev, big cities — 61, Medium — 91 and 370 diratbout 1000 towns. Each
of them are industrial or agricultural productiavhich are sources of habitat.
The most chemically contaminated Lisichansk, Sed@metsk, Rubizhne where
many harmful substances maximum allowable concimirés exceeded in 10—
15 times. Very polluted cities that emit air padlats (tons per year) are: Krivoy
Rog — about 1000, Mariupol — 600, Zaporozhye anfidblseve — 300, Kerch
and Makiivka — 290, Kyiv — 280, Donetsk — 250 thenud tone. The main pol-
lutants are here metallurgical complexes. Thistéethe increase in total mortal-
ity in 2009 to 250% [Myahchenko 2000: 1].
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It is the result of ecological crisis. Contaminatiof areas of human life is
the result of low technological, environmental,degulture of people. In man
there are external and internal factors, whichldispthe body of equilibrium —
health, contributing to manifestations of diseaggng. This was opposed by the
internal processes that support its balance, agittirof internal physiological
characteristics.

As a result of chemical pollution of developingpkatory diseases, malig-
nant tumors of the lung, bronchus, blood, asthribergges, pulmonary tubercu-
losis and other chronic and incurable disease.

Now to the society is important economic secuntijch caused the need
for economic sustainability of companies and indlinls through illegal actions
of individual officials.

Global and international economic security includessideration of threats:
the difference between economic, environmentalsmuihl potential of different
countries; irrational economic activity, depletioh natural resources, lack of
access to technology and reliable information. dfeti economic security, par-
ticularly Ukraine, is reflected in a special pafttbe Administrative Code of
Ukraine. This state of protection of state soverigconstitutional order, terri-
torial integrity, economic, scientific-technicaldamilitary capabilities of states,
the legitimate rights and interests of citizensjolhs the basis of national secu-
rity. The composition of the national economic segusocial, environmental,
demographic, informational, political, psycholodjcenedical, biological, ge-
netic, chemical, military security. Important isfarmation security, varieties
which, according to the Law of Ukraine ,About infieation”, is a trade secret
and intellectual property.

Information is closely related to entropy, whichngeasured in joules in
Kelvin (J/deq), i.e. a power index of any livinggniiving system. It affects the
rhythmic, cyclical processes in the biosphere t@ctomagmatic, precipitation
and mountain forming processes of climate changeropy — the degree of
ordering system, or a measure of chaos. So, i€aergy regulates any system.
Energy in the ,pure” free form exists, it is onlgaracteristic of a particular ob-
ject, the result of changes in it when interactivith other objects. The concept
of different types of energy, chemical, biologicaiechanical, mental is only
conditional marker systems, facilities where thare transformations, changes.
Giving false information, lying, dishonest peopbausing real financial damage
have on the personal material benefit.

Vital functions of modern society, the individuag ever, based on informa-
tion relationship using the same type of moderntedaic equipment that facili-
tates the spread of information technology in gdieneconomic and banking
matters. In many countries formed information lavhich is associated with
other areas — constitutional, civil, economic, emwinental, criminal and regu-
lates relations in society, including issues ofetsg focusing on electronic media.
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The question of information security since 1998lenting the UN General
Assembly resolution. They emphasized that inforamatiechnology may ad-
versely affect the security of states, unorganizivgian and military industry.
An important document of international significaricethis area is Okinavska
Charter on Global Information Society, signed orD842000 by many countries
of the world. Unfortunately, this document was s@ned by Ukraine [Oki-
navska, Charter 2000: 3].

CIS Interparliamentary Assembly in 1996 adoptedGheninal Code, which
is a 30 chapter called ,Crimes against informasenurity”. Where Article 286
,Unauthorized access to computer information” (anteip to 5 years), Article
287 ,Madification of computer information”, Articl@88 — on computer sabo-
tage (up to 5 years), Article 289 ,lllegal occupaticomputer information” (set
sentence to 12 years). In Article 290 dealt withtlos production or sale of spe-
cial facilities for obtaining unauthorized accesscomputer networks and sys-
tems, for which he deprived of liberty for up ty&ars. Punishable for a term of
2 to 5 years for the development, use and distdbubf malicious software,
unauthorized destruction, blocking, modifying opging the information con-
tained in the computer systems of different casrfer the development of com-
puter viruses, or their distribution (Art. 291). dezding to article 292 is punish-
able violation of the rules of operation of compster networks.

Global information network itself is easy to usacle owner of a computer
and modem can connect to the Internet via the hielegp network. This allows
criminals — hackers gain information, often segrdtlackers on the Internet can
be a threat even to health and safety of citizAnsexample of this are the at-
tacks on data in medical research and patient fegculating on a new fear
society to computer viruses, even ordinary cringre@mmit their crimes in new
ways. However, there are some programs that allmwty encode information
on the Internet (one of theRGP-Pretty Cood Privacy). This makes the business
on the Internet, although not entirely, but stithn@ or less safe.

Fundamentals of Information Security in Ukrainedrporated in Article 50
of the Constitution of Ukraine, which operates ba basis of the law ,About
information”. The right to timely, reliable inforrtian — the right of every citizen.

For business people, public associations imporitathe Law of Ukraine
»<About information”, which guarantees the rightraxeive accurate information,
free access to statistics, archives, library andenm. Limitations of the condi-
tional access only by specific and special condtiof storage, as determined by
law. It established liability for breach of inforti@n laws. Only personal infor-
mation protected by law, but each person has tite to become acquainted
with information about it. This law establishes tiypes of information — an
open, provided all interested parties (Article 28y with limited access — Con-
fidential (economic, banking, political, religiougternational), held by separate
individuals or legal persons (Article 30 ). Baseadthis article to confidential or
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secret can not be attributed to construction issties ecological state of the
environment, health, mortality, fertility populati® which are indicators of en-
vironmental well-being. In accordance with Artid2 citizen has the right to
appeal to state bodies to any official documengtivbr this document applies to
him personally or not, except in cases where adogtsw. Article 33 states: for
dealing with requests, which should be sent inimgit- 10 days to respond to
the opportunity to provide information and one nmo(® months especially in
complex cases) for a specific response to the stgurethe absence of informa-
tion organization, an institution must report itwnmiting. The law establishes
liability for unjustified denial of information, stdistortion, failure to provide or
conceal (p. 47) [Myahchenko 2000: 1].

An important area of information — ecological, whidefines the right to
know about the dangers of the environment. In UWieghere an international
convention on access to information (Aarhus, Delyi23—25 June 1998) under
Article 2, paragraph 3 defines the term ,environtabmformation” [The Aar-
hus Convention 1998: 4]. It is any information imitten, visual, aural, elec-
tronic or any other material form on the statelefreents of the environment and
the interaction among these elements; on factoth s substances, energy,
noise and radiation, and activities or measurescaffg on elements of the envi-
ronment and cost-benefit analysis in decision-mglon environment on the
health and safety, conditions of life, culturaksitand structures that are affected
or may affect the state of elements of the enviremm

In today’s world, where information gained utmaspbrtance, it is impor-
tant to the concept of ,information war”. This coley aspects — political, eco-
nomic, sociocultural, ethnic, whereby there isr@luence on society for mental
control over it.

The famous phrase that has information, he ownsvtkel characterizes the
essence of information warfare. Directive 3600.5.WDepartment of Defense
defines information war as actions carried out ryircrises and conflicts to
achieve certain objectives in relation to the eneimysuch actions is important
information in the form of expansion of the globabnitoring of political, eco-
nomic, military, environmental, social processekisTallows to minimize the
conventional war, because for Kant, but self-prest@yn instinct is another
guarantor of peace — the spirit of trade which pah coexist with war, and
sooner or later, he masters: each nation.

Thus, information warfare — a coherent strategg, glanned system of ac-
tions that can be directed to the conquest of ajlhaups of people using certain
methods, means, without bloodshed, destructionmaaté&here are basic meth-
ods of information warfare: advertising, propagarsgditting and fragmentation,
the interception of information, its distortion. Tmplement these methods use
a variety of technical, technological means — te] microwave links, Inter-
net, email, conventional media [Sokolov, Chernik®99: 2].

341



In order to prevent the progress of the ,informatiwars” requires high
computer literacy and information specialists iy &ald of activity — industrial,
scientific, educational.
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Abstract

Due to some social and environmental factors todmsecurity in the envi-
ronment. In particular, urban, economic, sociamdgraphic, informational, po-
litical, psychological, medical, biological, gemgithemical, military. They greatly
affect the health and lives of people somehow #iteiquality of the environment.
An analysis of the status and importance of awasene misinformed population
as an important component of information securitthe country.

Key words: human security, quality of the environment, infation security.

CouiajibHo-eK0JI0TiYHA Oe3meKa JIOAMHA B 0TOYYI0UOMY cepeaoBHIi

Pe3ome

OOyMmoBieHi JesiKi comianbHO-KOJNOriuHl (akTopu Oe3leKku JTIOAUHU
B OTOYYIOUOMY CEpeIOBUINi. 30KpeMa, ypOaHICTUYHI, €KOHOMIYHi, COIiaJbHi,
nemorpadivni, iHGOpMaNiliHi, TOTITUYHI, TICHXOJOTIYHI, MEANYHi, 0i0JOTiYHI,
TeHETUYHI, XiMi4yHi, BilicbkoBi. Bci BOHU 3HaYHOIO MipOIO BIUIMBAIOTh Ha CTaH
3JIOPOB’ S 1 YKUTTS JIFOJICH, TaK UM 1HAKIIE 3MIHIOIOTh SIKICTh JTOBKULIA. 3po0IIeHuiA
aHaJIi3 CTaHy Ta 3HAYCHHs MOiHQOPMOBAHOCTI UM J1e31HPOPMOBAHOCTI HACEICHHS
SIK BO)KJIMBOI CKJ1a10BO1 iHQOpMaILiiHOT OS3IIEKH B I€PIKaBi.

KarwueBble ca0Ba: 0€30MAaCHOCTH YETIOBEKA, KA4eCTBO OKPYKAIOIMIEH CpPEIBI,
nH(popmarmoHHas 6€301MacHOCTb.

Spoteczno-ekologiczne bezpieaistwo ludzi wsrodowisku

Streszczenie

W artykule zwrécono uwagna pewne spotecznesiodowiskowe czynniki
bezpieczéastwa czlowieka wsrodowisku. W szczegoldoi dotyczy to czynni-
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kow: miejskich, gospodarczych, spotecznych, denfagmaych, informacyj-
nych, politycznych, psychologicznych, medycznychgldgicznych, genetycz-
nych, chemicznych, wojskowych. Mapne day wptyw na zdrowie izycie lu-
dzi oraz w jak§ sposdb zmieniajjakos¢ srodowiska. Analiza stanu i znaczenia
swiadomdci populacji ludzizle poinformowanych jest waym elementem
bezpieczastwa informacyjnego kraju.

Stowa kluczowe:bezpieczastwo ludzi, jaké¢ srodowiska naturalnego, bezpie-
czeastwo informaciji.
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