
165 

 

 

© University Press 2023 

ISSN 2719-6550 

ISSN 2719-7417 online  

“Journal of Education, Technology and Computer Science” 

No. 4(34)/2023 

www.eti.ur.edu.pl 
 

Received: 23.12.2022 DOI: 10.15584/jetacomps.2023.4.16 

Accepted for printing: 15.12.23 

Published: 29.12.2023 

License: CC BY-SA 4.0 

HELENA MIČKOVÁ 1, JANA MIKOVÁ 2,  

ZDENKA NOVÁKOVÁ 3, JAN ŠMIDA 4 

Pupils’ Risky Behavior in the Cyberspace During the Transition 

to Distance Education  

1 ORCID: 0000-0002-8235-9599, JUDr. Mgr. Helena Mičková, Palacký University Olomouc, 

Faculty of Education, The Institute of Education and Social Studies, Czech Republic. 
2 ORCID: 0000-0001-5322-1876, Mgr. Jana Miková, Palacký University Olomouc, Faculty of 

Education, The Institute of Education and Social Studies, Czech Republic. 
3 ORCID: 0000-0002-3867-8314, JUDr. Zdenka Nováková, Ph.D., Palacký University Olomouc, 

Faculty of Education, The Institute of Education and Social Studies, Czech Republic. 
4 ORCID: 0000-0002-1807-2884, Bc. Jan Šmída, Palacký University Olomouc, Faculty of Educa-

tion, The Institute of Education and Social Studies, Czech Republic. 

Abstract 

In connection with the covid pandemic and the closing of schools as anti-covid emergency 

measures in many countries, face-to-face teaching has moved to an online environment. 

The Ministry of Education, Youth and Sports of the Czech Republic has issued Methodo-

logical Recommendations for distance education realized online using software tools, the Inter-

net, and digital technologies. The presented pilot study brought disturbing findings about online 

teaching, namely that respondents experienced threats during distance education, with some 

even being blackmailed. Three hundred fifteen respondents from elementary and secondary 

schools in the Czech Republic took part in the pilot study, which was realized via a question-

naire survey. 

At the same time, the pilot study points to other risks of online learning when transitioning 

to a distance form of education, which also presents several other risks in cyberspace.  
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Research subject  
Like many other European countries, the Czech Republic was forced to 

adopt anti-covid measures in connection with the education of primary and se-

condary school pupils when teaching moved to cyberspace. Primary and second-
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dary schools had to adapt to the current situation and, with the help of information 

and communication technologies (ICT), educate students at a distance. Until 

then, online or distance education had been used for lifelong adult education. 

Piotrowski and Sliwa (2015) perceive today’s world from a two-dimensional 

point of view, where real and cyber worlds are interconnected and interdepend-

dent. This also characterizes the realization of the educational process, which 

was forced to move from the known real world to the unknown cyber world 

during the covid era.  

Cyberspace can be characterized as a dynamically developing medium with 

many opportunities and threats that can attract various individuals aiming to exploit 

other people’s vulnerability, unawareness, and trust. According to Kopecký and 

Krejčí (2010), the risks of virtual communication (communication in cyberspace) 

include, among others, cyberbullying, cyber grooming, stalking, and cyberstalking. 

Distance education and online teaching, implemented through information 

and communication technologies in the cyberspace environment, represent pos-

sible risks and security threats during online teaching itself, which can interfere 

with the privacy of teachers and students. Over the past two years, primary and 

secondary school students and their teachers have been exposed to the digital 

environment many times more during the implementation of online teaching in 

connection with distance education. 

With the increasing use of information and communication technologies in 

education, cybercrimes against children have also increased simultaneously (Pra-

japati, Kumar, 2022). Risky behavior not only in cyberspace is defined by 

Ostaszewski (2005) as behavior contrary to social norms and the legal order, 

which at the same time threatens human health and development. Online risky 

behavior can take many forms: making personal information available to others 

(Livingstone, Helsper, 2007, 2010), sharing visual material with the general 

public (Marcum, Ricketts, Higgins, 2010), engaging in online discussions with 

sexual overtones and vulgar comments (Ybarra, Mitchell, Finkelhor, Wolak, 

2007), or establishing new friendships with unknown people (Livingstone, Hel-

sper, 2007; Ybarra et al., 2007; Kopecký, Szotkowski, Krejčí, 2021). Adamski 

(2013) mentions anonymity, an unlimited range of users, and the universality of 

internet access as risky factors of behavior on the Internet with the possible de-

velopment of cybercrime. Kopecký, Szotkowski and Krejčí (2021) consider, 

among other things, the use of fictitious identities, so-called equality of status, 

synchronous and asynchronous online communication, and social multiplicity in 

communication with an undetermined number of users to be risky. 

Based on the initial questioning, threats, blackmail, and mockery during 

online teaching were found to be possible risky phenomena. We perceive those 

as possible threats during the implementation of online teaching. 
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Methodology 

The introductory survey entitled “Selected risks of cyberspace during the 

transition of pupils to distance learning” focused on naming the possible risks of 

cyberspace that pupils of lower secondary schools, secondary schools, conserva-

tories, and other schools of the Olomouc Region encountered during distance 

learning. As part of this research, we also found out what proportion of pupils 

encountered risky situations, such as blackmail or threats in cyberspace. The age 

range of the respondents varied between 13 and 19 years. 

The initial questioning was implemented based on a equantitative research 

strategy. Data collection took place from 05/2022 to 07/2022 through a ques-

tionnaire survey, when online Google Forms questionnaires were used and 

shared among pupils of lower secondary and secondary schools. The obtained 

data were subsequently analyzed by statistical methods using MS Excel. 
 

Research results analysis 

It can be seen from the first graph that a large part (41.9%) of the pupils were 

not instructed in any way before or during online teaching about the risks that may 

exist in cyberspace. This can also be one of the factors behind the dangerous be-

havior of pupils on the Internet, as well as the high numbers in the field of cyber-

bullying, which the pupils themselves have experienced. If there was any instruc-

tion about safe behavior on the Internet, it was primarily provided by the school 

(32.1%), parents (22.9%), or the students’ teachers themselves (20.6%). 

 

 

Figure 1 

Source: our own research investigation. 

Research method: Quantitative research method 

Research tool: Questionnaire survey 

Research sample: Lower secondary and secondary schools’ pupils 

Data analysis: Statistical data analysis 
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Figure 2 

Source: our own research investigation. 

 

Ridicule or mockery, which troubled pupils the most during distance lear-

ning, has long been the most widespread form of cyberbullying. This is also 

confirmed by Figure 2, which shows that up to 25.1% of pupils were mocked in 

some way during distance learning. That is, every fourth pupil. 

However, risky behavior in cyberspace was not limited to ridicule. Figure 3 

informs that during distance learning. Students also experienced hacking into 

their accounts (17.1%), misuse of their accounts (11.4%), or theft of personal 

data (8.6%). It is also quite alarming that 9.2% of pupils experienced threats 

during distance education, and even 9.5% were blackmailed. Of these, 3.8% of 

pupils experienced threats more than once, and 3.5% experienced blackmail 

more than once. Thus, almost every tenth student has become a victim of one or 

both forms of virtual attack. The question remains whether these percentages 

would be lower if the pupils were taught more, as described in Figure 1. 

 

 

Figure 3 

Source: our own research investigation. 

 

Pupils were not only exposed to risky behavior but also behaved very risky 

themselves. This can be seen in chart No. 4. A relatively high percentage of pu-
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pils deliberately disrupted lessons in the online environment in various ways. 

For example, 17.8% of pupils (11.4% once, 6.4% multiple times) turned off their 

teacher’s camera, and 16.2% (12.1% once, 4.1% multiple times) even discon-

nected the teacher himself from the lesson. If we focus on mockery, 8.9% of 

pupils (5.4% once, 3.5% more than once) admit to having shared mocking pho-

tos or videos of a teacher. Pupils are, therefore, the most frequent perpetrators of 

various cyberattacks or forms of cyberbullying. 

 

 

Figure 4 

Source: our own research investigation. 

Conclusions 

The collected data represented by the charts clearly show that the pupils 

needed to be sufficiently instructed about safe behavior on the Internet, which 

could – and did – manifest itself in the frequency of various risky behaviors. 

The following facts emerge from the data: 

− 41.9% of pupils were not sufficiently trained in safe behavior on the 

Internet; 

− 25.1% of pupils experienced ridicule or mockery at least once during 

distance education; 

− 9.2% of pupils were threatened at least once, and 9.5% of pupils were 

even blackmailed online. 

The preparation of pupils for online teaching should have been more suffi-

cient. The low level of digital literacy and the ability to behave safely in cyber-

space undoubtedly contributed to the intensity of various risky situations that 
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students had to face during distance education, but also to how students dealt 

with non-standard situations. 

From a long-term perspective and several contemporary pieces of research, 

it is evident that mockery is one of the most widespread forms of cyberbullying. 

This also follows from our research. However, special attention should also be 

paid to the other risks that cyberspace brings, such as the risk of blackmail or 

threats, as well as hackers breaking into someone’s account and stealing perso-

nal and login data. According to research, the percentage of occurrences of risky 

behavior and risky situations among pupils is still very high, so it is necessary to 

constantly strengthen the digital competencies of pupils and teachers. The school 

and the parents, who allow their children to access various content on digital 

devices such as mobile phones or computers, should participate in this. 

Security and especially prevention in cyberspace have been priorities of the 

2030+ educational strategy in the Czech Republic (Fryč et al., 2020), in the con-

text of digital literacy, digital competencies, and related educational goals. 

Thanks to technological trends, emphasis is simultaneously placed on improving 

quality, efficiency, and innovation in teaching. In contrast, a greater emphasis is 

placed on individualizing teaching and communicating with pupils through digi-

tal technologies. 
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