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Abstract

The ongoing armed conflict in Ukraine has become a highly relevant example of
war in the age of social media, demonstrating how the tools and mechanisms of propa-
ganda have transformed alongside recent developments in media. Using qualitative
methods, we analyzed 600 videos and 63 screenshots from TikTok and identified chang-
es in the practice of creating propaganda. We considered the most important of them:
social media architecture (1), propaganda techniques (2) and content producers (3). The
conclusions from the analysis confront the assumptions of the most important theories on
propaganda, including war propaganda (Lasswell, Chakhotin, Herman, Chomsky). Ac-
cording to our findings, changes in the media require a revision of theoretical assump-
tions, which in the future will allow the creation of a new theory of propaganda.
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Introduction

On February 24, 2022, Russia launched a full-scale war against
Ukraine, a so-called “special military operation™. Even the name of this
act, which is constantly covered by Russian media, emphasizes the im-
portance of information for the regime. Moreover, at such crucial mo-
ments, people lack important information and traditional media is often
limited by their lack of access to occupied territories, lower flexibility in
terms of speed, and lowered public trust. Political figures also do not
have time to prepare official appeals due to the level of emergency.
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Therefore, social media have become the natural choice out of a wide
range of sources®.

There were few reasons for choosing TikTok as the research object.
First, around 12M people already use it in Ukraine. This social media
application is the leader in the 18-24 age group, or the so-called “Gen-
eration Z, not only in Ukraine but all over the world”. In contrast, the
Russian audience is approximately 33M users. TikTok is significantly
ahead of Odnoklassniki (21M), Facebook (5,5M), X (1M) or Snapchat
(1M)*. Moreover, it ranked first among the most popular apps in the
entertainment category of the App Store, and second in the social catego-
ry of the Google Play Store in both countries®.

Another reason is the amount of user-generated content. For in-
stance, videos with the hashtag #Ukraine received 50.3B views, and with
the hashtag #Russia — 69.7B views as of July 14, 2022. There are special
TikTok houses that gather unique influencers to create new videos, in-
crease their popularity, and work with advertisers. Volodymyr Zelenskyy
listed TikTokers among the groups that could resist the war, in an appeal
to Russians a day before the start of military invasion®. After all, TikTok
is one of the most developing and least researched social media plat-
forms not only in social science but also in medical’, economic?, infor-
mation® and many other fields.

During the first weeks of the Russian invasion in Ukraine we noticed
that TikTok has been playing a unique role in the informative architecture of
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propaganda in both conflicted countries. Therefore, we decided to look clos-
er at the problem of war propaganda using the new tools of information,
persuasion and other forms of describing and creating the social reality of
the war. We consider this problem as scientifically significant, especially
because of the new forms of propaganda — in boty the technical and in con-
tent-related meaning. These new factors defining how this process develops
seems to be a sufficient “starting point” for the attempt to create new classi-
fications and compare new forms with “classic” tools of propaganda.

As long as people fight wars, they need the support of mechanisms
used to generate narratives about the conflict. Media create a parallel
reality that shows the audience the expected view of the situation up
front. This is usually (but not always) a “crooked picture” of the reality
of war: depressing losses of troops, overstating victories, creating the
image of the leader, dehumanizing enemies etc. War propaganda is
a relatively accepted weapon in the communication arsenal of authoritar-
ian regimes but, interestingly, also of democratic countries™. Both em-
ploy elements of manipulation™, selection of facts, fake news'” and other
ethically questionable activities.

Propaganda itself has been defined in many different ways, includ-
ing dimensions like mistreatment of truth, communication activities
against human beings or systematic persuasion. But the crucial element
of all definitions and the basis of various theories is to direct public sym-
pathies and attitudes™.

There is no doubt that one of the first and most influential concepts
of propaganda was Lasswell’s theory. In his opinion, the effectiveness of
propaganda in media messages did not result from their content or visual
attractiveness. The medium may be diverse: from rhetoric, images, mu-
sic, film, children’s books, posters, airdropped pamphlets, radio broad-
casts to national holidays, and other significant cultural symbols™. The
efficacy of propaganda depends on the condition of the society, decreas-
ing with the intensification of economic crises and political turmoil®™.
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Many factors of classic propaganda theory may be useful even after 100
years after WWI. The most crucial of them are: manipulation of signifi-
cant symbols, adjusting techniques of propaganda by different attitudes
of people®™ or considering propaganda as deliberate'’. Other factors that
may be established by the famous six significant factors evident in suc-
cessful war propaganda: fasten guilt to the enemy, unity of the people,
inevitability of victory, clearly stated war aims, disseminating examples
of the enemy’s depravity, unfavorable news cast as enemy lies, dehu-
manizing the enemy, justifying violent action, potential of ridicule®.

Other established theories based on the experiences of 20th century
totalitarian regimes are theories of propaganda by Chakhotin or other
scientific concepts considering media messages as “magic bullets”. Ac-
cording to Chakhotin, Nazi propaganda worked on the same principle as
inducing conditioned reflexes in Pavlov's experiments. The senders,
using slogans, continuously and systematically stimulate the internal
motives of behavior (drives, instincts) of the recipients on the basis of
the stimulus-response action. This model assumes the passivity and irra-
tional behavior of the individual and their high susceptibility to propa-
ganda content. The technique of influence consists in associating
(through persistent repetition) specific ideological contents with internal
human drives. Simultaneously, magic bullet theory assumes that the
media message is like a bullet that, if it hits a specific audience, always
has the intended effect in the form of a specific reaction identical for all
recipients. Based on more advanced research, today we know exactly
that such thinking is too simplistic'®. On the other hand, some elements
of magic bullet theory are worth reinterpreting, taking into account the
changing features of media. If posts on TikTok take the form of short,
stimulus videos, looped and repeated many times, it seems that this way
of thinking about propaganda in the age of social media may prove use-
ful again.

Subsequently, post-WWII theories were steeped in the climate of
critical concepts of mass media. One of the most influential was Herman

18 From intensifying the attitudes favorable to the propagandist's purpose, to revers-
ing the attitudes hostile to it, and to attract the indifferent, or to prevent them from as-
suming a hostile bent. In other words: “the morale-unity of your own country, weaken
the morale of your enemy and win over the morale of the neutrals”. See E.L. Bernays,
The Marketing of National Policies: A Study of War Propaganda, “Journal of Market-
ing”, 1942, No. 6(3).
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and Chomsky's propaganda model, which is constantly tested, also in
social media times®. The theory was based on five general classes of
“filters” that determine the type of news broadcasted in media: owner-
ship of the medium, the medium's funding sources, sourcing, flak, and
anti-communism or “fear ideology”. The first three, which are economic
factors, are considered the most important. Therefore, Herman and
Chomsky? detected and proved the symbiotic relation between the state
and media which are more disposed to construct a narrative close to the
government's interest if they are more economically, socially, and politi-
cally related to the state. A different view was presented by Sproule?,
who espied seven common propaganda devices: Name-calling, Glittering
generalities, Transfer, Testimonial, Plain folk, Card stacking and Band-
wagon. It is especially interesting from “the public® point of view be-
cause the concept includes the role of the people as the clue subject in
the process. If social media platforms are indeed social, it is necessary to
reconsider the role of the media as the agent in propaganda and also the
role of their users.

Contemporary propaganda studies focus on issues related to new
types of media. Important strands are the unreliability of sources and the
role of tech corporations in creating propaganda messages®. The role of
bots and the specificity of propaganda activities in various regions and
grounds are increasingly emphasized®, carried out by state entities® and
various organizations, including terrorist®® or religious ones®’. Thus, we
see that the dominant scientific narratives are research focused on differ-
ent political actors and online tools that support propaganda. There are
few studies on the impact of the changing form of media messages on
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the mechanisms of propaganda. Hence our proposal to complement this
knowledge with the theoretical concept of propaganda in which TikTok
plays the dominant role as a social network and a source of knowledge
for young people.

The research procedure was divided into two stages. The first one
was based on the principles of digital ethnography (netnography). The
observations that we used (including participant ones) should be treated
in the research procedure as a starting point for more advanced methods.
It is worth remembering that “so far, the vast majority of researchers (...)
treat the Internet as another subject of observation. Therefore, the same
tools and methodology are used to study it as in the case of the physical
environment - that is still, above all, the methodology of qualitative re-
search (...). Thus, netnography, as any ethnographic research in princi-
ple, will naturally move from participant observation towards other
methods™?. In our case, it was a content analysis in the qualitative vari-
ant. Its effect was not to be an enumerative picture of the material pub-
lished on the TikTok platform, but an analysis of cases allowing to relate
social, political and media reality to the accumulated theoretical base.
This may result in a proposal of changes within selected theories of
propaganda. In this context, ‘the extended case” method will be used in
the variant of the analysis of a wide category of randomly selected cases.
This will allow, firstly, to compare the phenomena with the collected
theoretical knowledge and specific, existing classifications. It will also
be an attempt to find certain regularities in the characteristics of the se-
lected material®.

Thus, the methodology that we used can be called a multi-stage tri-
angulation including elements of netnography, content analysis and case
study method. Procedure designed in this way was supplemented with
research questions:

RQ1: What opportunities for spreading propaganda does the TikTok
platform have?

RQ2: How do Ukrainians and Russians present and propagate prop-
agandist content on TikTok?

RQ3. How may the new aspects of media content influence the theo-
ry of propaganda? The questions formulated in this way are intended to

% A, Radomski, Badanie kultury w Informacjonalizmie — czyli w strone antropolo-
gii cyfrowej, CEON, https://depot.ceon.pl, 20.01.2022 (14.01.2024).

2 As part of the method, the techniques that we used were primarily: the selection
and analysis of sources, with particular emphasis on those that were examples of activi-
ties of the surveyed communities, i.e. based on coexistence in the network. See:
K., Lisiecka A. Kostka-Bohenek, Case study research jako metoda badan naukowych,
,,Przeglad Organizacji”, 2009, No. 10.
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verify the research hypothesis (RH), which is: Modern communication
tools such as Tik-Tok may be a source of new communication processes
requiring changes in the field of propaganda theory.

Database characteristics

The data collection covered the period from February 24 to July
30, 2022. 600 materials (90.5%) were obtained in the form of dynamic
tik-toks, while 63 (9.5%) were obtained in printscreen form. In the
database, 462 materials (69.7%) were in support of Ukraine, while 201
(30.3%) were in support of Russia. The average length of the footage
was 0:27 seconds, while the median was 0:14. 27.6% of the films con-
tained original sound, less than 2% contained a soundtrack borrowed
from other sources (e.g. movies). As many as 53.6% of films were ac-
companied by music, which is a key feature of the TikTok platform and
a classic tool of various types of propaganda. 16.9% of films were rec-
orded without sound effects. 39.1% of the films were recorded in
Ukrainian, 8.7% in English, 40.7% in Russian, 6.2% of the films con-
tained more than one language, 1% another language, and 4.2% of the
films contained no dialogue in any language. The relative diversity in
this respect may reflect a desire to internationalize propaganda messag-
es. The protagonists of 42.8% of the films were ordinary people, 5.1%
were soldiers, only 6.9% of the protagonists were officers, journalists
and other characters, while as many as 45% of the protagonists were
hard to identify due to the lack of supporting informational signs about
them. Such a setting demonstrates a shift in narrative power in favor of
making the message credible by giving voice to ordinary people, but
also propaganda through disinformation - lack of knowledge about the
subjects can be a reason for confusion and thus greater susceptibility to
propaganda messages.

Results

We categorized 3 main elements that encourage the spread of propa-
ganda through TikTok. They are: 1) platform architecture, 2) special
techniques, and 3) content producers. This subsection describes each of
them in detail.

TikTok’s architecture and its impact on propaganda. A short vid-
eo is a new type of “Internet content transmission” or “content carri-
er” lasting from a few seconds to five minutes. It can be created with
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a smartphone and quickly distributed using new communication
channels®,®. TikTok is one of the social media platforms and/or the
mobile apps that host these videos. Users are allowed to download
content with the logo and distribute it on the Internet without any
restrictions.

One of the reasons for choosing this platform is non-complex editing
tools. A user can record video in three modes: normal camera, make
a story, or select among special templates for a series of images. It can
be slowed down or sped up. TikTok offers various effects divided by
categories (trending, new, by theme, visual, motion, etc.), stickers, GIFs
or emojis, filters, image enhancement tools and others. Text and voiceo-
ver can be added. Creators can work with their voice and sound. The
platform has a big library of soundtracks to choose (e.g. original songs,
sounds from TV shows and social media videos). Users add them in
order to highlight the main idea of the video and to increase its attrac-
tiveness. For example, Ukrainians accompanied “short stories” about the
heroism of the soldiers of the Azov regiment in Mariupol with a song
called “Azov-Stal” (Azov-Steel). At the same time, Russian users “gave
their hearts” to “Vovochka” (President Vladimir Putin).

The main feature of any social media is the algorithm. TikTok com-
bines mobile products and machine learning technologies. It differs from
other competitors with a “For You” recommendation system. Since the
experience with this platform is based on continuous scrolling of videos,
special artificial intelligence (Al) determines the type of content a user
will see. Learning your preferences starts from the moment you log into
the app. The “For You” feed offers users various videos and analyzes
their behavior. Further recommendations will depend on several factors
like user interactions, video information, device and account settings,
view duration and content that users are not interested in.

TikTok does not make recommendations based on the number of
followers or on the previous content with high figures of views and in-
teractions. It means that any video can get into the viewing trends.
Moreover, the more the platform is used, the more efficient the algorithm
works. Each user has a unique For You feed. It matches their viewpoints,
rather than contradicting them. “Of the major social media platforms on

% | Ma [et al.], Research on User Loyalty of Short Video App Based on Perceived
Value—Take Tik Tok as an Example, 16th International Conference on Service Systems
and Service Management (ICSSSM)”, 2019, p. 1.

3L L. Xu, X. Yan, Z. Zhang, Research on the Causes of the ‘Tik Tok’ App Becoming
Popular and the Existing Problems, “Journal of Advanced Management Science”, 2019,
No. 7(2), p. 59.
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the market, TikTok is the only one to position its algorithm at the center
of social experience it engenders™*®,

After all, TikTok’s architecture creates a favorable environment for
propaganda to influence users. The algorithm can recognize their interest
in war after watching only a few videos with Ukraine/Ukrainians, Rus-
sia/Russians, etc. Over time, it fills the “For You” feed with unending
relevant content. The possibility of replaying the same video is low.
However, a large amount of unique war-themed videos can be compared
to a new form of “magic bullets” that shape the perception of users.
Hence, we state the “renaissance of the Chakhotin model” in the digital
sphere thanks to this platform.

Propaganda techniques in the age of TikTok. Video authors can be
divided into two categories. Those who produce original content and
those who duplicate it (repeat or copy an idea). These users try to offer
creative ideas in order to be competitive during the information war. The
range of opportunities is so wide that they can even record videos in
random locations (e.g. bus station, bedroom). A well-chosen propaganda
technique is a core element of any message. We present their updated list
in Table 1.3 People use them intentionally or accidentally (depends on
the level of media literacy).

Table 1. Propaganda devices from TikTok

- . Pro-Ukrainian Pro-Russian
Main Topics
content content
1 2 3

Use of children 14 (=3%) 2 (=1%)
Cult of the leader(s) 8 (=2%) 30 (=15%)
Demonization/dehumanization of the 11 (*2%) 11 (=5%)
enemy

Destabilization of the enemy 3 (=1%) 4 (=2%)
Diversity 13 (=3%) 0 (0%)
Exceptionalism 1 (=0%) 11 (=5%)
Justification of actions 0 (0%) 14 (=7%)
Heroization 81 (=17%) 36 (=18%)
Historical narratives 7 (=1%) 18 (=9%)
Compilation of legends 2 (=0%) 0 (0%)
Mockery/critics 95 (=20%) 14 (=7%)
Patriotic animals 15 (=3%) 0 (0%)

¥ A. Bhandari, S. Bimo, Why’s Everyone on TikTok Now? The Algorithmized Self
and the Future of Self-Making on Social Media, ,,Social Media and Society”, 2022, No.
8(1), p. 2.

% J. Grandinetti, Examining embedded apparatuses of Al in Facebook and TikTok,
Al & Society”, 2021, No. 38, p. 9.

3 Definitions of different categories are included in codebook.
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1 2 3
Patriotism in computer games 7 (=1%) 0 (0%)
Personal stories 42 (=9%) 3 (=1%)
Popularization of the culture 50 (=11%) 21 (=10%)
Propaganda of despair among the enemy 41(=9%) 21 (=10%)
Propaganda of enlightenment 65 (=14%) 16 (=8%)
Staging of the future celebration 7 (=1%) 0 (0%)
All posts 462 (100%) 201 (100%)

Source: own elaboration.

Content producers and their impact on propaganda. Three specific
actors regulate the framework of propaganda in the age of social media.
These are, in order of influence, private corporations (e.g. TikTok, Face-
book owners), users, and the state. Previously, state authorities always
controlled the picture from the battlefield and could manage the emotions
of their citizens, working in cooperation with traditional mass media. Mili-
tary spokespeople, as the only official source, provided them with ap-
proved news for dissemination. Press accreditation was the main tool for
limiting access to information. If the media did not want to cooperate, it
was left out of conferences, briefings and trips to war zones. However, the
influence of the state has declined recently. It cannot defeat social media.
The only options remaining to maintain a profitable reality are to slow
down the Internet or to regulate inappropriate visual content.

Private corporations that own social media platforms have taken
greater part in the “propaganda game”. They are independent in the deci-
sion-making process and set their own terms and conditions of using the
platform. People either accept them or lose modern communication ca-
pabilities. The developers have the authority to identify and remove in-
appropriate content, as well as ban users that violate their rules.

Propaganda narratives can still be created by the state, and the Tik-
Tok algorithm makes them trendy. Nonetheless, we agree with Sproule
that users are the most important actor in the current chain. Ordinary
citizens become co-producers of propaganda. They consume the ideas,
creatively develop them, and further share with the audience. It is im-
portant to note that Russia has been trying to blur the cultural boundaries
of Ukraine for a long time. At the beginning of the full-scale war, some
Ukrainians were uncertain of their own history but felt a sense of nation-
al belonging. In such a situation, they repeated the plots of popular tik-
toks from their knowledgeable compatriots. This is in line with
Cialdini’s® theory of social proof®. In addition, soldiers no longer need

% R.B. Cialdini, Influence: science and practice, London 2009, p. 99.
% perception of a certain action as appropriate if it is done by other people.
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the state and traditional media to communicate with allies or enemies.
They are equal users who can make tiktoks from the frontline without
any mediation or censorship. Some of them even arrange LIVE broad-
castings (Figure 1). As a result, followers receive news from the first
source and can send information in the opposite direction.

Figure 1. LIVE of: Ukrainian soldier (left); Russian soldier (right)
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Source: Own elaboration.

Conclusions

It is obvious that mechanisms and forms of propaganda evolve as the
architecture of the media has rapidly changed in the first two decades of
21st century. The thing is that these new media genres modify the process
of propaganda itself. Theories we quoted which were based on the era of
mass media did not include the complexity of so-called new media.

The sorting algorithms that individualize the media diet of users
increase the opportunities for spreading propaganda via TikTok
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(RQ1.). The new architecture of social media makes arguments and
emotions better adapted to the needs of the user. Persuasive techniques
are customized, for example, to the user's tolerance for the brutality
presented in the content. The algorithm tests and practices the best
methods of influence until it reaches the optimal result for the individ-
ual recipient. We argue that the quoted “magic bullet” theory contained
a logical mistake — a bullet cannot be aimed equally at millions of spec-
tators in mass communication. Simultaneously, massive weapons are
too general for arguments against each individual to be effective. The
Al on which the content distribution is based makes each bullet differ-
ent and adapted to the user, and thus — more effective. This is a funda-
mental change in the propaganda distribution process. The effective-
ness of this mechanism is also influenced by the large variety of
content present on TikTok (RQ2.). Also, the word “magic” seems to be
definitely more relevant than in the times of Chakhotin’s research. In-
fluence on addictive behavior, “deep immersion” of users and behav-
ioral targeting are “magic’ processes that often take place outside of
human consciousness. This is not about any subliminal actions, but
about the lack of knowledge of users about how these mechanisms
work. Influencing in this way by the controlling entities seems to be
simpler and more effective.

Propagandist content has gained a more social character thanks to
the new types of media. In democratic regimes, the role of the state and
media institutions in this respect has definitely weakened. Users have
gained much greater opportunities to produce content, which can be as-
sociated with their credibility (users trust primarily their online friends).
Hence, the explanatory strength of Chomsky’s model decreases signifi-
cantly in relation to propaganda using social media. Due to the change in
the structure of the electronic services market since the 1980s, Internet
media in the globalized world are less related to state institutions, less
state-based, and thus — less dependent on the government. TikTok prop-
aganda is therefore more user-based. This is a major paradigm shift from
earlier propaganda theories (RQ3.). It also allows for a better under-
standing of its mechanisms, distinguishing between democratic
(Ukraine) and authoritarian (Russia) countries. Based on the cases we
have analyzed, we propose to make significant modifications to the theo-
ry of propaganda, which is the clear effect of positively verified research
hypothesis. Researchers should take into account and include in further
research some algorithmic issues as well as those concerning the change
in the function of the media.
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Od Kklasyki do propagandy TikToka. Rosyjska agresja na Ukraine
i perspektywa nowych mediow

Streszczenie

Trwajacy konflikt zbrojny na Ukrainie stat si¢ istotnym przyktadem wojny w dobie
mediow spotecznosciowych, pokazujac, jak narzedzia i mechanizmy propagandy prze-
ksztalcity si¢ wraz z ostatnimi zmianami w masowej komunikacji. Przy uzyciu metod
jakosciowych przeanalizowali$my 600 filméw i 63 zrzuty ekranu z TikToka oraz ziden-
tyfikowaliSmy zmiany w praktyce tworzenia komunikatow propagandowych. Przeanali-
zowali$my najwazniejsze z nich: architekture mediéw spotecznosciowych (1), techniki
propagandowe (2) i tworcow tresci (3). Wnioski z analizy stawiaja w opozycji zatozenia
najwazniejszych teorii dotyczacych propagandy, w tym propagandy wojennej (Lasswell,
Chakhotin, Herman, Chomsky). Wedtug naszych ustalen, zmiany w mediach wymagaja
rewizji zalozen teoretycznych, co w przysztosci pozwoli na stworzenie nowej teorii

propagandy.

Stowa kluczowe: propaganda wojenna, media spotecznosciowe, TikTok, Ukraina,
Rosja



